Protecting Your Data with the Highest Standards

At Argentium, we prioritize the security and privacy of your data at every stage of our Al-powered
document automation process. While we are currently in the process of obtaining our SOC 2
certification, we have already implemented robust security protocols aligned with SOC 2
principles to ensure your sensitive data is fully protected.

Data Security Measures Aligned with SOC 2 Standards

1. Encryption
Data Encryption Across the Stack: We implement end-to-end encryption across our entire

technology stack, ensuring that data is fully protected.

In Transit: All data transmitted between your systems and ours, as well as internally within our
platform, is secured using TLS 1.3 encryption.

At Rest: We employ AES-256 encryption to safeguard data stored on disk, providing top-level
protection for your information.

2. Access Control and Authentication

Role-Based Access Control (RBAC): Access to sensitive information is restricted to authorized
personnel only, based on the principle of least privilege. This minimizes the risk of
unauthorized access.

Multi-Factor Authentication (MFA): We require MFA for all team members and system
administrators, adding an extra layer of protection to our systems.

3. Data Integrity

Our advanced Intelligent Document Processing (IDP) platform is designed to maintain the
integrity and accuracy of all processed data. We perform automated checks and error
detection at every stage to ensure your data remains accurate and unaltered.



Confidentiality and Privacy Protection

1. Data Minimization

Argentium is designed to process only the data necessary for the task at hand, following the
principle of data minimization. We reduce the risk of exposure by limiting the amount of
sensitive information processed.

2. Secure Data Deletion

After document processing, we ensure secure and permanent deletion of data when no longer
required, aligning with best practices for data lifecycle management.

3. Vendor Management

Any third-party service providers we work with are carefully vetted to ensure compliance with
stringent security protocols, aligned with SOC 2’s vendor management guidelines.

Commitment to Achieving SOC 2 Certification

Argentium is committed to achieving full SOC 2 Type Il certification, which will further validate our
existing security protocols and demonstrate our commitment to safeguarding your sensitive data. In
preparation for this, we are continuously evaluating and enhancing our security posture to meet the
highest industry standards.

Why Trust Argentium with Your Data?

Top-tier encryption standards protecting your data both at rest and in transit.
Strict access controls that ensure only authorized individuals handle your sensitive information.
Comprehensive privacy measures to protect confidentiality and meet regulatory requirements.

Commitment to full SOC 2 certification, reinforcing our dedication to data security.



